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Money Laundering Avoidance Aide Memoir 20

1.0

2.0

3.0

4.0

TAMWORTH BOROUGH COUNCIL

ANTI-MONEY LAUNDERING POLICY STATEMENT

Tamworth Borough Council fully recognises its responsibility in relation
to the spending of public money (Protecting the Public Purse) and is
committed to the fullest support for Councillors and Employees in
upholding the reputation of the Council and maintaining public
confidence in its integrity. It also recognises its responsibilities under
the Proceeds of Crime Act 2002 (as amended by the serious organised
Crime and Police Act 2005), Money Laundering Terrorist Financing and
Transfer of Funds (Information on the Payer) Regulations 2017 (MLR)
and the Bribery Act 2010.

The Council acknowledges the threat of money laundering and the
harm that it can cause. The Council is committed to maintaining an
ethical culture which does not and will not tolerate any form of fraud
and corruption. Any such issues will be thoroughly investigated and, if
confirmed, dealt with rapidly in the strongest possible way. We will
seek the strongest possible sanctions against those who seek to
defraud the Council. This includes taking appropriate action against
employees, Councillors, contractors, external individuals and
organisations.

To deliver the Council’'s corporate priorities, aims and strategic
objectives we need to maximise the financial resources available to us.

In order to do this we must reduce the risk of fraud to an absolute
minimum.

This document is intended to provide advice and information to
Employees and Councillors but suppliers, contractors and the general
public are also encouraged to use this advice and guidance.

&;\;2;—-@._-_->» W

Chief Executive Leader of the Council
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TAMWORTH BOROUGH COUNCIL
ANTI-MONEY LAUNDERING POLICY

1. Introduction

Although local authorities are not directly covered by the requirements of the
Money Laundering Terrorist Financing and Transfer of Funds (Information on
the Payer) Regulations 2017 (MLR), guidance from CIPFA indicates that they
should comply with the underlying spirit of the legislation and regulations.

Tamworth Borough Council is committed to the highest possible standards of
conduct and governance, therefore, it has put in place appropriate and
proportionate anti-money laundering safeguards and reporting arrangements.

The Council must apply customer due diligence measures if the person
carries out an occasional transaction that amounts to a transfer of funds
exceeding €1,000. To address and prevent money laundering and
terrorist financing the Council has set a cash payment limit of £1,000.

This is not designed to prevent customers making payments for Council
services but to minimise the risk to the Council of high value cash
transactions. Best practice is to be encouraged — seek payment electronically
from a UK clearing bank.

2. Scope of the Policy

This policy applies to all employees, whether permanent or temporary, and
Members of the Council.

Its aim is to enable employees and Members to respond to a concern they
have in the course of their dealings for the Council. Individuals who have a
concern relating to a matter outside work should contact the Police.

3. Definition of Money Laundering

Money laundering is a general term for any method of disguising the origin of
“dirty” or criminal money. This money may be the proceeds of any criminal
activity including terrorism, drugs trafficking, corruption, tax evasion and theft.
The purpose of money laundering is to hide the origin of the dirty money so
that it appears to have come from a legitimate source. Unfortunately, no
organisation is safe from the threat of money laundering, particularly where it
is receiving funds from sources where the identity of the payer is unknown. It
is, therefore, possible that Council may be targeted by criminals wishing to
launder the proceeds of crime.

In addition, it is possible that the proceeds of crime may be received from
individuals or organisations who do not realise that they are committing an
offence. It is no defence for the payer or the recipient to claim that they did
not know that they were committing an offence if they should have been
aware of the origin of the funds. All staff therefore dealing with the receipt of
funds or having contact with third parties from whom funds may be received
need to be aware of the possibility of money laundering taking place.
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Money laundering describes offences involving the integration of the proceeds
of crime or terrorist funds into the mainstream economy. Such offences are
defined under the Proceeds of Crime Act 2002 (“the Act”); the following are
‘prohibited acts’:

» Concealing, disguising, converting, transferring or removing criminal
property from the UK

» Becoming involved in an arrangement which an individual knows or

suspects facilitates the acquisition, retention, use or control of criminal

property by or on behalf of another person

Acquiring, using or possessing criminal property

Failure to disclose one of the offences listed above, where there are

reasonable grounds for knowledge or suspicion

Doing something that might prejudice an investigation e.g. falsifying a

document

Tipping off a person(s) who is or is suspected of being involved in money

laundering in such a way as to reduce the likelihood of or prejudice an

investigation

Y YV VYV

Provided the Council does not undertake activities regulated under the
Financial Services and Markets Act 2000, the offences of failure to disclose
and tipping off do not apply. However, the Council and its employees and
Members remain subject to the remainder of the offences and the full
provisions of the Terrorism Act 2000.

The Terrorism Act 2000 made it an offence of money laundering to become
concerned in an arrangement relating to the retention or control of property
likely to be used for the purposes of terrorism, or resulting from acts of
terrorism.

Although the term ‘money laundering’ is generally used to describe the
activities of organised crime, for most people it will involve a suspicion that
someone they know, or know of, is benefiting financially from dishonest
activities.

Potentially very heavy penalties (unlimited fines and imprisonment up to
fourteen years) can be handed down to those who are convicted of one of the
offences above.

It is important therefore that staff are aware of the rules and procedures that
the Council has in place to ensure that they comply with the relevant
legislation and approach taken by the Council as set out in this policy.

4. Requirements of the Money Laundering Legislation
The main requirements of the legislation are:

» To appoint a money laundering reporting officer.

» Maintain client identification procedures in certain circumstances.

» Implement a procedure to enable the reporting of suspicions of money
laundering.

» Maintain record keeping procedures.

Page 140



5. The Money Laundering Reporting Officer (MLRO)

The Council has designated the Monitoring Officer as the Money Laundering
Reporting Officer (MLRO). She can be contacted on 01827 709266 or by
email nicola-hesketh@tamworth.gov.uk.

In the absence of the MLRO or in instances where it is suspected that the
MLRO could be involved in suspicious transactions, concerns should be
raised with the Section 151 Officer — Executive Director (Finance). He can be
contacted on 01827 709242 or by email stefan-garner@tamworth.gov.uk.

6. Possible Signs of Money Laundering

It is not possible to give a definitive list of ways in which to spot money
laundering but facts which tend to suggest that something “odd” is happening
may be sufficient for a reasonable suspicion of money laundering to arise.

The following are the types of risk factors which may, either alone or
cumulatively with other factors, suggest the possibility of money laundering
activity:

e A new customer with no previous history with the Council.

e A secretive customer: for example one who refuses to provide
requested information without a reasonable explanation.

e Concerns about the honesty, integrity or identity of a customer.

e lllogical third party transactions: for example unnecessary routing or
receipt of funds from third parties or through third party accounts.

e Involvement of an unconnected third party without logical reason or

explanation.

Payment of substantial sum in cash.

Overpayments by a customer.

Absence of an obvious legitimate source of the funds.

Movement of funds to and from overseas, particularly to and from a

higher risk country.

e Where, without reasonable explanation, the size, nature and frequency
of transactions or instructions is out of line with normal expectations.

e Cancellation or reversal of an earlier transaction.

7. Due Diligence Procedures

The Money Laundering Regulations require us to carry out “Customer Due
Diligence”. Staff should therefore be alert to where Tamworth Borough
Council (TBC) may be targeted by individuals trying to launder the proceeds
of crime and/or finance terrorist activity.

Avoid alerting anyone dealing with TBC that they have a suspicion that they
may be attempting to launder, or have laundered, the proceeds of crime; and
to report any suspicions of money laundering. Any suspicions must be
reported to the Money Laundering Reporting Officer.
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Training will be provided to all relevant staff regarding money laundering to
assist them in their awareness of how money laundering could take place and
the appropriate method of dealing with this. In effect, any areas where money
changes hands could therefore be at risk of money laundering attempts, i.e.
Application fees for taxi licences, planning applications, payment of housing
benefits etc.

The Council already has procedures in place to limit the amount of cash that it
receives, with other payment methods being made available. To ensure
however that the system is manageable, if a cash payment of less than
£1,000 is received; no identification checks will be needed.

Where the £1,000 limit is exceeded, officers dealing with the matter will need
to (1) establish the identity of the individual/company involved (2) seek advice
from the MLRO (01827 709234) to ensure that the risk of receiving the
proceeds of crime can be minimised.

For individuals, their passport or photo driving licence should be obtained,
together with one of the following:

o Utility bills i.e. electricity, water etc. however mobile phone bills are not
acceptable

e Mortgage/building society/bank statements

e Credit card statements

e Pension or benefit books

If passport or photo driving licence is not available, then two of the other items
listed above will need to be produced.

For companies, a Companies House search should be undertaken to confirm
the existence of the company and identify who the directors are. Personal
identification should then be obtained for the representatives of the company
together with proof of their authority to act on behalf of the company. Care
should be taken if it becomes clear that the individual has only recently
become a director of the company or if there has been a recent change in the
registered office.

For any other type of organisation, for example a sole trader or partnership,
personal identification should be obtained for the individuals together with
documents indicating their relationship to the organisation.

Copies of any evidence provided in support of the identification of an
individual or organisation should be kept on a central file so that it can be
referred to later if necessary. Records should be kept for 6 years after the
end of the transaction.

8. Land/Property Transactions
The Council has in place procedures to identify customers when Council land

or property is being sold without the involvement of independent legal advice.
The procedures will require the Council to:
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e |dentify customers and verify their identity on the basis of documents
from a reliable and approved source;

o Identify where applicable the beneficial owner (see below) and take
adequate measures on a risk sensitive basis to verify their identity;

e Maintain records of all checks.

“Beneficial owners” are the individuals who ultimately own or control have a
legal interest in the asset or the person on whose behalf a transaction or
activity is being conducted.

If satisfactory evidence of a customer’s identity at the outset cannot be
obtained, then the business transaction CANNOT proceed any further.

All personal data collected will be kept in accordance with the General Data
Protection Regulations.

9. Procedure for Reporting Suspicious Transactions

Any suspicious transactions which staff may become aware of in the course of
their work must be reported to the MLRO immediately using the Council’s
Internal Disclosure Form (see Appendix 2). Failure to make the appropriate
report immediately will be regarded as gross misconduct and may result in
dismissal without notice or pay in lieu of notice.

The report must include as much detail as possible including:

Full details of the people involved.

Full details of the nature of their/your involvement.

The types of money laundering activity involved.

The date(s) of such activity/ies.

Whether the transactions have happened, are ongoing or are imminent.
Where they took place (if applicable).

How they were undertaken (if applicable).

The (likely) amount of money/assets involved.

Why, exactly, you are suspicious.

VVVVVVVVY

Along with any other available information to enable the MLRO to make a
sound judgement as to whether there are reasonable grounds for knowledge
or suspicion of money laundering and to enable her to prepare a report to the
National Crime Agency (NCA), where appropriate. You should also enclose
copies of any relevant supporting documentation.

It is imperative, if staff have a suspicion concerning an individual or
organisation with which they are dealing, that they do not alert them to that
suspicion i.e. that no “tipping off” is done. Staff must, therefore, not make
them aware that an internal disclosure report may be made. Once the report is
made, the cash/cheques/other form of payment from this source should not be
banked until clearance has been received from the MLRO. Such clearance
may take up to seven days from the time when the initial report to the MLRO
is made.
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If the funds are banked in this period without getting clearance from the MLRO
that staff members runs the risk of a fine and/ or imprisonment for up to 14
years.

10. Additional Guidance

If you require any additional information or guidance in relation to the contents
of this policy and your responsibilities please contact the MLRO. An Aide
Memoir has been prepared — Appendix 3, which can be used as a brief
reminder to staff of their responsibilities.

11. Consideration of the disclosure by the Money Laundering Reporting
Officer

Upon receipt of a report, the MLRO must note the date thereof and
acknowledge receipt. She should also advise you of the timescale within
which she expects to respond to you.

The MLRO will consider the report and any other available internal information
she thinks relevant e.g.

» reviewing other transaction patterns and volumes;

» the length of any business relationship involved,

» the number of any one-off transactions and linked one-off transactions;
» any identification evidence held;

She will also undertake such other reasonable inquiries that are appropriate in
order to ensure that all available information is taken into account in deciding
whether a report to the NCA is required (such enquiries being made in such a
way as to avoid any appearance of tipping off those involved). The MLRO
may also need to discuss the report with you.

Once the MLRO has evaluated the report and any other relevant information,
she must make a timely determination as to whether:

» there is actual or suspected money laundering taking place; or

» there are reasonable grounds to know or suspect that is the case; and

» there is a requirement to seek consent from the NCA for a particular
transaction to proceed.

Where the MLRO does so conclude, then she must disclose the matter as
soon as practicable to the NCA on their standard report form and in the
prescribed manner, unless she has a reasonable excuse for non-disclosure to
the NCA (for example, if you are a lawyer and you wish to claim legal
professional privilege for not disclosing the information).

Where the MLRO suspects money laundering but has a reasonable excuse
for non-disclosure, then she must note this accordingly; she can then
immediately give her consent for any ongoing or imminent transactions to
proceed.

10
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In cases where legal professional privilege may apply, the MLRO must liaise
with the Section 151 Officer to decide whether there is a reasonable excuse
for not reporting the matter to the NCA.

Where consent is required from the NCA for a transaction to proceed, then the
transaction(s) in question must not be undertaken or completed until the NCA
has specifically given consent, or there is deemed consent through the
expiration of the relevant time limits without objection from the NCA.

Where the MLRO concludes that there are no reasonable grounds to suspect
money laundering then she shall note this accordingly and give consent for
any ongoing or imminent transaction(s) to proceed.

All reports referred to the MLRO and reports made by her to the NCA must be
retained by the MLRO in a confidential file kept for that purpose, for a
minimum of six years.

The MLRO commits a criminal offence if she knows or suspects, or has
reasonable grounds to do so, through a disclosure being made to her, that
another person is engaged in money laundering and she does not disclose
this as soon as practicable to the NCA.

12. Training

Officers considered likely to be exposed to suspicious situations, will be made
aware of these by their senior officer and provided with appropriate training.
In effect, any areas where money changes hands could therefore be at risk of
money laundering attempts ie. application fees for taxi licences, planning
applications, payment of housing benefits etc.

Additionally, all employees and Members will be familiarised with the legal and
regulatory requirements relating to money laundering and how they affect both
the Council and themselves.

Notwithstanding the paragraphs above, it is the duty of officers and Members
to report all suspicious transactions whether they have received their training
or not.

13. Conclusions

The Council has put into place a number of arrangements to protect itself from
the risk of money laundering. However in the current climate of change there
are issues that will increase this risk. Changes in structure, changes in
systems and the turnover of staff all contribute to our exposure to the risk of
money laundering. To mitigate against this risk the Council will regularly
review arrangements.

The Money Laundering Policy provides a framework for preventing and
tackling money laundering acts against the Authority. The approval of the
Policy by the Audit and Governance Committee and the Council
demonstrates the Council’'s commitment to protecting public funds. Having
made this commitment, it is imperative that the MLRO puts in place

11
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arrangements for disseminating the Policy and promoting money laundering
awareness, throughout the Council. The Council believes that this policy
represents a proportionate response to the level of risk it faces from money
laundering offences.

14. Review
This policy and associated procedure will be subject to a review every 3 years

unless any changes or updates to any of the relevant legislation require that it
IS undertaken sooner.

12
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APPENDIX 1

Role of the Money Laundering Report Officer — “MLRO”

The duties of the Money Laundering Reporting Officer are:

To ensure that the Council complies with the requirements of the Money
Laundering Terrorist Financing and Transfer of Funds (Information on the
Payer) Regulations 2017 and the Proceeds of Crime Act 2002.

To ensure that all relevant staff are aware of and comply with the Council’s
Anti-Money Laundering Policy.

To ensure that the Council properly identifies all third parties dealing with
the Council where there is a higher risk of the Council receiving the
proceeds of crime and to ensure that copies of any documents taken as
proof of evidence are kept on a central file by the Council.

To ensure that all relevant staff receive training on how to identify, deal
with and prevent money laundering.

To ensure that all necessary disclosures to the National Crime Agency
(NCA) are made and that they are made as soon as practically possible
after the suspicion has been raised.

To decide whether a suspicious transaction report requires a disclosure to
be made to NCA.

To liaise with NCA regarding the outcome of the disclosure and update
staff accordingly.

13
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APPENDIX 2

Tamworth

Borough Council

MONEY LAUNDERING — INTERNAL REPORTING FORM

Money laundering legislation requires all individuals within the Council to
report any knowledge or suspicions that they might have of money laundering
(as defined in the Proceeds of Crime Act 2002) to the Council's Money
Laundering Reporting Officer. To assist individuals the following pro forma has
been developed. Particular circumstances may require different information to
be disclosed and this should be fully explained, if applicable.

Instructions for Completion

It is your legal duty and a requirement of your employment with Tamworth
Borough Council that you report any suspicion concerning proceeds of crime
to:

Money Laundering Reporting Officer
Tamworth Borough Council
Marmion House

Lichfield Street

Tamworth

Staffordshire

B79 7BZ

This should be marked URGENT — *RESTRICTED** TO THE ADDRESSEE
ONLY.

You are also reminded that “Tipping-Off”’ is a criminal offence. You should
therefore avoid discussing the content of this report with anyone other than
the Money Laundering Reporting Officer.

Date of Report: Date suspicion first
aroused:

Prepared by:
Name & Dept:

Disclosure Type: (ie. Connections to crime/drugs/terrorism)

Main Subject (Person)

14
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Surname:

Forename(s):

Title:

Date of
Birth:

Gender:

Occupation:

Employer:

Address: (in full)

Postcode:

Home/Business
/Registered

Current/Previous

Or

Main Subject (Company)

Company
Name:

Company No:

Type of
Business:

VAT No:

Country of
Reg:

Address: (in full)

Postcode:

Home/Business/
Registered

Current/Previous

Bank Account Details

Account Name:

Sort Code:

Page
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Opened: Account No:

Closed: Balance:

Other Information

Any information/evidence held to confirm identification and/or address, ie.
Passport/driving licence etc:

Connected Subject Person (if any)

Surname: Forename(s): Title:

Date of Gender:

Birth:

Occupation: Employer:

Address: (in full) Postcode: Home/Business | Current/Previous
/Registered

Or

Connected Subject Company (if any)

Company Company No:

16
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Name:

Type of VAT No:

Business:

Country of

Reg:

Address: (in full) Postcode: Home/Business/ | Current/Previous
Registered

Bank Account Details

Account Name: Sort Code:

Opened: Account No:

Closed: Balance:

Other Information

Any information/evidence held to confirm identification and/or address, ie.
Passport/driving licence etc:

Reason for the Suspicion

Please tick any or all of the following which might apply

Drugs

Crime

Personal Tax Fraud

Company Tax Fraud

Vat Fraud
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Immigration Tobacco/Alcohol Excise Fraud

Following on from above, please set out the reason for the suspicion:

Please continue on separate sheet if required

Names of all other colleagues (principals and staff) who have been
involved in the case

Declaration

The above is an accurate account of the facts that are available to me at the
time of making the report. If | become aware of additional and/or changes in
the information provided | will disclose these to the Money Laundering
Reporting Officer in a timely manner. | am aware of the risks and penalties
regarding “tipping-off” or frustrating in any way an investigation of the above or
related matters by the authorities.

Signed: Date:
Name in
Full: Position:

For Completion by the MLRO

Date received

Date acknowledged

Unique case ref

Are there reasonable grounds for
suspecting money laundering
activity?

If yes, confirm date reported to NCA

Is consent is required from the NCA

18
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to any on-going or imminent
transactions which would otherwise
be prohibited by the act? If yes,
please confirm full details

Date consent received from NCA

Date consent given to employee for
transaction to proceed

If there are reasonable grounds to
suspect money laundering, but you
do not intend to report the matter to
the NCA, please set out the reasons
for non disclosure

Date consent given by you to the
employee for transaction to proceed.
Signed and dated

This report to be retained for at least 6 years
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APPENDIX 3

MONEY LAUNDERING AVOIDANCE AIDE MEMOIR

1.

No member of staff must accept cash of more than £1,000 from any
member of the public.

If you are offered cash of more than £1,000 you should advise the person
offering it to you that it is not Council policy to accept large amounts of
cash of more than £1,000 and that you need to obtain guidance from a
senior member of staff. You should then contact the Money Laundering
Reporting Officer to obtain authorisation to take cash, if appropriate.

Any large cash sums should not be banked in the first instance. The
Money Laundering Reporting Officer should be contacted to seek
guidance as to how to deal with the funds. Forms to report the matter are
included in the policy document at Appendix 2.

Whilst it is not acceptable to be suspicious of all cash based businesses,
anyone whom you know to be associated with such a business should be
dealt with using a higher degree of scepticism. If you have any reason to
suspect the source of their funds then you should contact the Money
Laundering Reporting Officer to discuss your concerns, even if the
payment is not received in cash.

If you receive a complaint from a member of the public in relation to
possible criminal activity being carried out by someone who may be a
customer of the Council (i.e. a Council Tax or Business Rates payer, rent
payer, licensee etc) you must pass this on to the Money Laundering
Reporting Officer.

20
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Part 1 — Details

What Policy/ Procedure/
Strategy/Project/Service
is being assessed?

Anti Money Laundering Policy

(if applicable)

Date Conducted 08/09/2022
Name of Lead Officer Andrew Wood
and Service Area Internal Audit
Commissioning Team N/A

Director Responsible for
project/service area

Andrew Barratt

Who are the main
stakeholders

Employees, Citizens

Describe what
consultation has been
undertaken. Who was
involved and what was
the outcome

CMT —review of existing policy

Outline the wider
research that has taken
place (E.G.
commissioners,
partners, other
providers etc)

N/A

What are you assessing?
Indicate with an ‘X’

A decision to review or
change a service

which applies

which applies
A X
Strategy/Policy/Procedure
A function, service or
project
What kind of New
assessment is it?
Indicate with an ‘x’ Existing X
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Being reviewed

Being reviewed as a result
of budget constraints / End
of Contract

Part 2 — Summary of Assessment

Give a summary of your proposal and set out the aims/ objectives/ purposes/ and
outcomes of the area you are impact assessing.

Review of existing policy in line with good practice

Who will be affected and how?

Employees, citizens — updated policy

Are there any other functions, policies or services linked to this impact assessment?

Yes X No

If you answered ‘Yes’, please indicate what they are?

Whistleblowing Policy

Part 3 — Impact on the Community
Thinking about each of the Areas below, does or could the Policy function, or
service have a direct impact on them?

Impact Area Yes No Reason (provide brief
explanation )

Age

Disability

Gender Reassignment

Marriage & Civil Partnership

Pregnancy & Maternity

Race

Religion or belief

X XX [X|X|X|X
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Sexual orientation

Sex

Gypsy/Travelling Community

Those with Caring/Dependent
responsibilities

Those having an offending
past

Children

Vulnerable Adults

Families

Those who are homeless

Those on low income

Those with Drug or Alcohol
problems

Those with Mental Health
issues

Those with Physical Health
issues

Other (Please Detail)

X| X| X| X|X|X|X|X[X| X| X|X|X|X

Part 4 — Risk Assessment

From evidence given from previous question, please detail what measures or
changes will be put in place to mitigate adverse implications
Impact Area Details of the Impact | Action to reduce risk

23
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Part 5 - Action Plan and Review

Detail in the plan below, actions that you have identified in your CIA, which will
eliminate discrimination, advance equality of opportunity and/or foster good

relations.

If you are unable to eliminate or reduce negative impact on any of the impact
areas, you should explain why

Impact Action Person(s) Target Required
(positive or responsible date outcome
negative)
identified

None arising

Date of Review (If applicable)
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